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I. INTRODUCTION
The information communication revolution has had a significant impact on the world today. Computers and the Internet have become powerful tools permeating almost every area of modern living including making decisions on our behalf. The tremendous spread of these facilities has influenced not only social well-being but also has major ramifications on the overall development of nations. As in other countries, the use of ICT in Malaysia has contributed much to its development. However, similar to any other technology, the many positive aspects of ICT also have their attendant downside risks. While acknowledging the strategic importance of 2 Volume 2(S) No. 1 (2015) ICT as a driver to support and contribute directly to the growth of Malaysian economy, the government is aware that appropriate legal mechanisms are needed to monitor and manage this technology. Thus, the Malaysian Multimedia Super Corridor project not only provides incentives for ICT development but also includes in its framework the necessary legislative and enforcement provisions.
II. DEVELOPMENT OF ICT IN MALAYSIA Background
In the early years following the independence in 1957, Malaysia focused its efforts on strengthening the agriculture-based economy through the development of its basic infrastructure particularly in rural areas. After the riots of 1969, the New Economy Policy was formulated with its twin-pronged objective of eradicating poverty and restructuring Malaysia society to eliminate the identification of race with economic functions 1 . During the 1980s, basic ICT infrastructure was developed in the form of basic telephony services to rural and urban area with the aim of increasing access to mobile and fixed-line services 2 . Next, in 1991, Vision 2020 was formulated aimed at bringing Malaysia at par with developed countries by the year of 2020. This vision was a turning point to transform Malaysia into a knowledge driven society in which ICT plays a major role. 
III. ASEAN ICT INITIATIVE: e-ASEAN
ASEAN was created in 1967 to promote regional cooperation among its member countries with the objective of (a) accelerating economic growth, social progress and cultural development and (b) promoting regional peace and stability in the region. It currently has ten member countries, namely Brunei Darussalam, Cambodia, Indonesia, the Lao People's Democratic Republic, Malaysia, Myanmar, the Philippines, Singapore, Thailand, and Viet Nam. The primary objective of e-ASEAN is to develop a ‗broad-based and comprehensive action plan including physical, legal, logistical, social, and economic infrastructure needed to promote an -ASEAN e-space" as part of an ASEAN positioning and branding strategy' 5 .
e-ASEAN Legal Framework
The 
Conformity of e-ASEAN Obligation by Malaysian Legal Framework: An Analysis
The rapid developments in ICT have posed huge challenges to legislators in instituting effective legal mechanisms aimed at protecting users of the technology; despite that the Malaysian government has been proactive in ensuring that necessary legislations are in place for that purpose. It can be said that with its wide range of cyber laws, Malaysia as a member state of ASEAN and in particular a signatory of e-ASEAN, has fulfilled the obligations required under the e-ASEAN Framework Agreement.
ICT opens up new and sophisticated opportunities for criminal acts and the potential to commit conventional crimes in non-traditional ways, cyber-crime being the foremost and most obvious among them. The enactment of the CCA 1997 is seen as a means to combat such cybercrimes; where any unauthorised access/ modification to any programme or data in a computer is deemed an offence subject to penalties.
The anonymity provided by cyber space makes it necessary for additional and more robust security protections to be put in place. In line with this, the Digital Signature Act 1997 was enacted to provide the security and confidence that would encourage the public to perform electronic transactions domestically and internationally. Under the Act, the digital signature provides a verification system to authenticate the identity of the author and verify the transmitted message. 
Consumer Protection
The Consumer Protection Act 1999 is a general piece of consumer legislation in These provisions are more related to computer crimes than cybercrimes. However, the provisions as found in e-commerce laws and copyright laws are updated and amended in 2012. It complements Malaysia's cybercrime legislation and makes them more aligned with international standards.
Online Dispute Resolution and Domain-Name Regulation
Three sections have been incorporated into Malaysia's Communication and Multimedia Act 1998 to address issues related the regulation of domain names. Section 179 specifies that the MCMC is responsible for the planning, control, and administration of electronic addresses or domain names. Section 180 empowers the MCMC with developing a numbering and electronic addressing plan that includes the formulation of rules for assigning and transferring such addresses. Furthermore, the functions contained in sections 179-181 appear to be delegated to MYNIC-the registrar of Malaysia's country code top-level domain (ccTLD). In addition to being the registrar, MYNIC is the registry and administrator of the .my domain. The ASEAN initiative to apply uniform standards for ICT implementation throughout the ASEAN region is a useful idea as it will provide member countries the opportunity to benefit from the current ICT regime without neglecting the need to regulate the use of technologies.
VI. CONCLUSION
Although some countries such as Malaysia have adopted relevant laws to ensure the secure and effective use of ICT, the effectiveness of enforcement will remain an issue to be overcome with no or limited cooperation from the member countries. In a borderless electronic world, ASEAN member countries cannot confine themselves within the region. Thus, it is important to seek outside assistance and learn lessons from both within and outside the region.
